AOMUHUCTPALUA NIOBUHCKOINO MYHULIMNAJNIbHOMO PAMOHA
OMCKOM OBJIACTH

PACIHOPAXEHMNE

09.08.2013r. Ne 56p p.1. JIroonHckuii

OO0 yTBepKIECHHH COCTaBa M COJICPIKAHMSI OPTaHU3AIMOHHBIX M TEXHUYECKUX MEp
1o obecreyeHno 0€30MacHOCTH NEPCOHABHBIX JaHHBIX MPU 00paboTKe B
WH(POPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX JAHHBIX AJIMUHUCTPAIHH
JIt0OGMHCKOr0 MyHUIIMIIATIBLHOTO pailoHa OMcKoi 00s1acTu

B cootBerctBuu ¢ yacThio 4 ctatbu 19 denepanbHOro 3aKoHa OT 27 U0
2006 r. Ne 152-®3 "O nepconanbHbix JaHHBIX" U [TomoxenneM o DeaepanbHOM
CIIy>k0€ MO TEXHUYECKOMY M SKCIOPTHOMY KOHTPOJIIO, YTBEPKIECHHBIM YKa30oM
IIpesunenta Poccuiickoit ®enepamuu ot 16 asrycrta 2004 1. Ne 1085,
PYKOBOJACTBYSICh YcTaBoM JIFOOMHCKOTO MYHHUIIMIIAIBHOTO paiioHa OMCKoi
obyacTH,

1. YTBepauTh cocTaB U COAECPKAHUE OPraHMU3alMOHHBIX U TEXHUYECKUX MEP
no obOecreueHno 0e30MacHOCTH TEePCOHATBHBIX TaHHBIX MPU UX 00paboTKe B
MH()OPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAHHBIX, COIJIACHO NPHIIOKEHUIO
Nel.

2. YTBepAUTh COCTAaB U COJEPKAHME MEp MO OOECleYeHUI0 0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX, HEOOXOAUMBIX ISl 00ECTeueHUs KaXIoro U3 ypOBHEU
3aIMIIEHHOCTH IIEPCOHAJIBHBIX TaHHBIX, COIVIACHO MPHUIIOKEHUIO Ne2.

3. Vmpasnenuto aenamu AaMuHUCTpauuu JIFOOMHCKOro MYHMIIMIIAIBHOTO
pailoHa pPa3sMECTHTh HACTOSIIEE IIOCTAaHOBJIEHWE Ha O(QUIHUAIbHOM cailte
JIroGuHCKOTO MYHULIMIAIBHOTO paiioHa B uHGOPMAITMOHHO —
TEJIeKOMMYHUKAUMOHHON ceTn «MHTepHeT» M omyOiuKoBaTh B OOJIJIETEHE
«BectHuk JII0OMHCKOTO MYHULIMTIATBHOTO PaiOHa.

4. KoHTposib 32 HCIOJHEHHEM HACTOSILEr0 PacloOpsLKEHHsST BO3JIOKUTH Ha
HavaJIbHUKa VYnpasieHus JeJIaMu AJIMUHUCTpanun JItoGuHCKOrO
MyHUALIMNANbHOTO paitoHa A.M.CMmupHOBYy.

I'nmaBa JIroOnHCKOTO
MYHULIUIIAIBHOIO paiioHa A.K.PakumkaHOB
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[Ipunoxenue Nel

K pPacopsKEeHUI0 AIMUHUCTPALUA
JIt0OGMHCKOr0 MyHHUIIMIIAJILHOTO paiioHa
oT 09.08.2013 r. NeS6p

CocraB ¥ cojiep)KaHle OPraHU3aIMOHHBIX U TEXHUUECKUX MEp 10 00ECIICUCHUIO
0€30MacHOCTH MEPCOHANIBHBIX JIaHHBIX NMPU 00paboTKe B MH(GOPMAIIMOHHBIX
CUCTeMaXx MEePCOHAIBbHBIX TaHHBIX AIMHUHHUCTpauu JIroOuHCKOro
MyHUIIUTIATBHOTO paiioHa OMcKol 06sacTu

[. OO01He moI0KEHUS

1. Hacrosimuii mokyMeHT pa3paboTaH B COOTBETCTBUM C YacThio 4 crathu 19
®denepanbHoro 3akoHa ot 27 utoiist 2006 1. Ne 152-D3 "O nepcoHalIbHBIX JaHHBIX"
(Cobpanue 3akoHomarenscTtBa Poccmiickoit @enepammm, 2006, Ne 31, cr. 3451;
2009, Ne 48, ct. 5716; Ne 52, ct. 6439; 2010, Ne 27, ct. 3407; Ne 31, ct1. 4173, cr.
4196; No 49, ct. 6409; 2011, Ne 23, ct. 3263; Ne 31, ct. 4701) u ycraHaBnuBaet
COCTaB U COJACPKAHUE OPraHU3ALMOHHBIX U TEXHUYECKHMX MEp MO 00ECIEeUeHUIO
0€30MacHOCTH TMEPCOHAIBHBIX JAHHBIX MPU MX 00paboTKe B MH(MOPMAIMOHHBIX
CUCTeMaXxX MEePCOHANIbHBIX JIAHHBIX (Jajiee - Mepbl MO 00eCleyeHUI0 0e30MaCHOCTH
MEPCOHANBHBIX JAHHBIX) IS KAXJI0T0 U3 YPOBHEH 3alUIIIEHHOCTH NIEPCOHATBHBIX
JTAHHBIX, YCTAHOBJICHHBIX B TpeOOBaHMSIX K 3alUTE MEPCOHAIBHBIX JAaHHBIX MPU
ux o00paboTke B UWH(MOPMAIIMOHHBIX CHUCTEMax [EPCOHAIBHBIX JaHHBIX,
YTBEPXKJICHHBIX NocTaHoBIIeHUEM lIpaButensctBa Poccuiickont denepamuu ot 1
HOs10ps 2012 1. Ne 1119 (CoOpanue 3akoHomarenscTBa Poccuiickoit deaepanum,
2012, Ne 45, ct. 6257).

Mepsl 110 o0ecrieyeHu o 0€30MaCHOCTH NEPCOHATBHBIX JaHHBIX TPUHUMAKOTCS
JUISL 3alIUThl TEPCOHAIBHBIX JaHHBIX OT HEMPABOMEPHOT0 WJIU CIy4alHOIo
JOCTyNa K HHUM, YHUYTOXCHHUS, HU3MEHEHHUs, OJIOKUPOBaHUS, KOMUPOBAHMUSI,
MPEAOCTABICHHUS, PACIIPOCTPAHEHUS TEPCOHATIBHBIX JIAHHBIX, a TaKXKe OT HHBIX
HEMPaBOMEPHBIX IEUCTBHUI B OTHOIIEHUH MEPCOHATBHBIX JaHHBIX.

B mHactosieM [0OKyMEHTE HE pacCMaTpUBAIOTCS BOMPOCHI OOecTeueHus
0€30MacHOCTH NMEPCOHANBHBIX JaHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM MOPSJIKE K
CBEJICHUSIM, COCTABIISIOIIMM TOCYJJaPCTBEHHYIO TallHYy, a TaK)K€ MEpbI, CBA3aHHBIE
C TpUMEHEHHWEM IMH(PPOBATBHBIX (KpUNTOrpadUIecKux) CPEACTB 3aIllUTHI
uHbOopMaIuu.

2. be3omacHOCTp MEpPCOHANBHBIX JIAHHBIX TpPU UX 00paboTke B
UH()OPMAITMOHHOW CUCTEME MEePCOHAIBHBIX JaHHBIX (Hayiee - WHPOpPMaAlMOHHAS
cucreMa) oOecreyrBaeT oOlepaTop WM JIMIO, OCYLIECTBIsAONIeEe 00paboOTKy
MEPCOHAIBHBIX JAaHHBIX 1O TOPYYEHHUIO OIepaTopa B COOTBETCTBUU C
3aKkoHoAaTenbCTBOM Poccniickon denepannn.

JUis BBINOJHEHUs padoOT MO O0EeCHedYeHHIO0 O€30MaCHOCTH MNEPCOHAIBHBIX
JAHHBIX TpU HX 00pabOTKe B HMH(POPMALMOHHOM CHUCTEME B COOTBETCTBHM C
3aKoHOAATeNnbCTBOM  Poccuiickoit  @exepanuym  MOTYT  IIPUBJIEKAaTbCAd  Ha
JIOTOBOPHOM OCHOBE IOpUJIUYECKOE  JIUIIO Wi WHIVBUTY ATbHBIT
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IpEeANpPUHUMATENb, WMEIOIINE JIMUEH3UI0 Ha JEATEIbHOCTh IO TEXHHYECKOU
3a1uTe KOH(OUIEHIUATbHON HHPOPMALIMH.

3. Mepsl no oOecrneueHHI0O 0OE€30MAaCHOCTH MEPCOHANBHBIX  JIAHHBIX
peanu3yloTca B paMKaxX CUCTEMbI 3alUThl IEPCOHAIBHBIX IaHHbBIX, CO37aBa€MOl B
COOTBETCTBMM C TpeOoBaHUSAMHM K 3allUTe NEPCOHAIBHBIX JAHHBIX MPU HX
oOpaboTke B HMH(QOPMALMOHHBIX  CHUCTEMaxX  IEPCOHAIBHBIX  JaHHBIX,
yTBEPKJACHHBIMU TTocTaHOBJIeHHEM [IpaButenbcTBa Poccuiickoit deaepannu ot 1
HOs1Opst 2012 1. No 1119, u nomkHBl OBITH HAMpaBICHBl HA HEUTPATU3AIMIO
aKTyaJbHBIX YTPO3 0€30MaCHOCTH IEPCOHABHBIX JIAHHBIX.

4. Mepsl 1o obecnedeHH0 O€30MACHOCTM MEPCOHANBHBIX JTAHHBIX
pealM3yloTCs B TOM 4YHCJIE IOCPEJICTBOM MPUMEHEHHS B HWH(OPMALMOHHOU
CHUCTEME CPEJICTB 3allIUThl HUHPOPMAIUH, MPOIISANINX B YCTAHOBICHHOM MOPSIAKE
IPOLEIYpPy OLIEHKH COOTBETCTBHS, B CIyyasix, KOTJla MIPUMEHEHUE TaKUX CPEJICTB
HEOOXOAMMO Ui HEWTpanu3aluud  aKTyaldbHbIX  Yrpo3  0€30MacHOCTH
MEePCOHATBHBIX JIAHHBIX.

5. Ouenka 3(pQPeKTUBHOCTH peaM30BAaHHBIX B pPaMKaxX CHUCTEMBbI 3alllUThI
MEPCOHANBHBIX JaHHBIX Mep Mo oOecrneueHnto Oe30MacHOCTH MEePCOHATBHBIX
JAHHBIX TMPOBOAMUTCS OMEPATOPOM CAMOCTOATEIHLHO WM C TPHUBICYCHUEM Ha
JIOTOBOPHOM OCHOBE HOPUAUYECKHX JIUIl U UHIUBUAYAJIBHBIX MPEAINPUHUMATEIIECH,
UMEIOIINX JIMIEH3UI0 Ha OCYIIECTBICHHUE IE€ATEIbHOCTH MO TEXHUYECKON 3allUTe
KOHQUACHIMATbHOW WH(pOpMalnU. YKa3aHHas OLIEHKA IPOBOJUTCS HE pexe
OJIHOTO pa3a B 3 roja.

6. Mepbl mo oOecreyeHut0 0€30MaCHOCTH MEPCOHABHBIX JAHHBIX HPH UX
00paboTKe B TOCYJapCTBEHHBIX HH(POPMAIMOHHBIX CHUCTEMaxX MPUHUMAIOTCS B
COOTBETCTBMM C TpEOOBAHMSIMHU O 3alllUTe HHPOpPMALUU, COJAepKalleics B
rocyJapCTBEHHbIX HMH(GOPMAIIMOHHBIX cHcTeMaX, ycTaHaBiauBaeMbiMu DOCTOK
Poccuu B mpenenax cBOMX MOJHOMOYHMM B COOTBETCTBHHM C 4acThio 5 craThu 16
®enepanbHoro 3akoHa ot 27 wutona 2006 r. Ne 149-®d3 "O6 wundopmaiuwy,
WHPOPMAIIMOHHBIX TeXHOJIOTHAX MW o 3amure wuHbopmanun" (CobOpanue
3akoHojatenbcTBa Poccutickoit deneparnun, 2006, Ne 31, ct. 3448; 2010, Ne 31,
cT. 4196; 2011, Ne 15, ct. 2038; Ne 30, ct. 4600; 2012, Ne 31, ct. 4328).

II. CocTaB u conepkanue Mep 1Mo odecrneueHr0 0€30MacHOCTH
MIEPCOHAIILHBIX JTaHHBIX

7. B coctaB Mep mno obOecrieueHHI0 O€30MaCHOCTU MEPCOHANbHBIX JTAHHBIX,
peaiu3yeMbIX B paMKaX CHCTEMbI 3alllUThl MEPCOHANbHBIX JaHHBIX C Y4YETOM
aKTyaJbHBIX Yrpo3 O€30MACHOCTH MEPCOHAIBHBIX JAHHBIX M IMPUMEHSIEMBIX
UH(GOPMAITMOHHBIX TEXHOJIOTHM, BXOJISAT:

uaeHTU(UKAMs W ayTeHTHUPUKauusg CyObEKTOB JOCTyna U OOBEKTOB
JOCTyTa;

yHpaBIEHUE TOCTYIIOM CyOBEKTOB JOCTYIAa K 00bEKTaM JOCTYIIa;

OrpaHUYeHHE MPOTPAMMHOM CPEJIbI;
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3alllMTa MAaUIMHHBIX HOCUTENIEH MH(OpMALMKU, HA KOTOPBIX XpaHATCA U (WIIH)
o0pabaThIBalOTCS TMEpPCOHANIbHBIC JaHHbIe (Jajgee - MallMHHbIE HOCUTENIU
MePCOHAIBHBIX JIAHHBIX);

perucrpanus coobITUi 6€30MaCHOCTH;

AHTUBUPYCHAs 3alIUTa;

oOHapyxeHue (Ipea0TBpaIICHIE) BTOPKEHUM;

KOHTPOJIb (aHAJIN3) 3aIIUIIEHHOCTH NEPCOHAIIBHBIX JaHHBIX;

o0ecnieyeHrne MEeI0CTHOCTH WH(OPMALMOHHOW CHUCTEMBI U MEPCOHAIbHBIX
JTAHHBIX;

oOecrieyeHue JOCTYITHOCTH NTEPCOHAIbHBIX JIaHHBIX;

3allliTa Cpeabl BUPTYyaIn3aliy;

3aIllMTa TEXHUYECKUX CPEJCTB;

3amuTa UHPOPMALIMOHHON CHUCTEMBI, €€ CPEACTB, CUCTEM CBS3M U INEpeaadyu
JTAHHBIX;

BBISIBJICHUE WHIIUJECHTOB (OJIHOTO COOBITHUS WUIM TPYMIBI COOBITHI), KOTOPHIS
MOTYT  TpUBECTH K  c0OSIM  WIM  HapylmeHUuo  (yHKIMOHUPOBAHUS
uH()OPMAIMOHHONW cHUCTeMbl W (WIM) K BO3HUKHOBEHHUIO YIrpo3 O€30MacHOCTH
MEPCOHANBHBIX JAHHBIX (JaJiee - MHIIUACHTHI), 1 pearupOBaHNUE HA HUX;

yopaBieHne KoHuryparuein HWHPOPMAIMOHHONW CHUCTEMBbI W CUCTEMBI
3aIUTHI TIEPCOHATBHBIX JAHHBIX.

CoctaB u cofepkaHue Mep Mo OO0ECHeueHUI0 OEe30MaCHOCTH MEPCOHATbHBIX
JAHHBIX, HEOOXOIUMBIX JJisi 00€CIEeUeHUsl KaXKJI0r0 M3 YPOBHEH 3alUIIEHHOCTU
MEPCOHANBHBIX ~ JAHHBIX, TNPHUBEACHHI B  TPWIOKEHUHU K  HACTOSIIEMY
PacCHOPSHKEHHUIO.

7.1. Mepol 110 uaeHTU(PUKAIMKA U ayTeHTU(UKAUU CYOBEKTOB JOCTyNHa U
OOBEKTOB JIOCTYMA JOJKHBI OOecrneunBaTh MPUCBOCHHE CyOBEeKTaM M 00BbEeKTaM
JIOCTyIa YHUKAJIBHOTO MpU3HaKa (MACHTU(PUKATOPA), CPABHEHUE TPEIBABISIEMOIO
cyOBeKkTOM (00BEKTOM) JOCTyIa HAEHTU(UKATOpAa C TMEPEYHEM MPUCBOCHHBIX
UACHTU(DUKATOPOB, a TAKXKE MPOBEPKY MPUHAJICKHOCTH CYyOBEKTY (0OBEKTY)
JIOCTYTIA TIPEABIBICHHOTO UM UJIeHTU(UKaTOpa (TIOATBEPKACHUE MOITMHHOCTH).

7.2. Mepbl O YMPaBICHUIO JOCTYNOM CYOBEKTOB JIOCTyma K OOBEKTaM
JOCTyTla JOJDKHBI OOEeCredynBaTh yOPABJICHHWE TMpaBaMH ¥ TPUBWICTUSIMU
CyOBEKTOB JIOCTyIA, pasTpaHUYEHUE JOCTyNa CyOBEKTOB JOCTYNMa K OOBEKTaM
JIOCTyIla Ha OCHOBE COBOKYMHOCTH YCTaHOBJICHHBIX B MH()OPMAIMOHHOW CHUCTEME
npaBui pasrpaHUYEHUs] JOCTyIa, a Takke oO0ecreyuBaTh KOHTPOJb 3a
cOOJII0ICHUEM ATUX TTPaBUJL.

7.3. Mepbl O OrpaHUYCHHUIO MPOTrPaAMMHON CpeAbl JOJKHBI 00ecleurnBaTh
YCTaHOBKY U (WJHM) 3alyCK TOJBKO pa3pelieHHOTO K HCIOJIb30BaHUIO B
MH()OPMAIIMOHHOW CHCTEME MPOrpaMMHOr0 OOECleueHUus WIM HUCKII0YaTh
BO3MOXXHOCTh YCTAaHOBKHM M (MJIM) 3alycKa 3alpelleHHOI0 K HMCHOJb30BAHUIO B
MH(OPMAIMOHHOW CUCTEME MTPOTrPaMMHOTO 00€CIIeUeHUSI.

7.4. Mepbl 1O 3amIMTe MAIIMHHBIX HOCUTENEH MEpPCOHANBHBIX JaHHBIX
(cpenctB o0pabOTKH (XpaHEHHMs) MEPCOHATBHBIX JIAHHBIX, ChbEMHBIX MAaIIMHHBIX
HOCHUTENIEW TEePCOHAIBHBIX JIAaHHBIX) JIOJDKHBI —~ HMCKJIIOYaTh  BO3MOKHOCTh
HECAaHKIIMOHUPOBAHHOTO JOCTYIa K MAITUHHBIM HOCUTEIISIM U XPAHSIIIUMCS Ha HUX



NEPCOHANIBHBIM  JaHHBIM, a TaKX€ HECAaHKIMOHMPOBAHHOE HCIIOJIb30BAHUE
CHEMHBIX MAITMHHBIX HOCUTEJIEH MEPCOHANIbHBIX JaHHBIX.

7.5. Mepsbl Mo peructpanuu COOBITHI 0€30MacHOCTH JOJKHBI 00eCIeunBaTh
cOop, 3amuch, XpaHEHHE U 3AIMUTY HHPOPMAIIUU O COOBITHSIX 0E30MacHOCTH B
WHOOPMAIIMOHHOW CHCTEMEe, a TaKXe BO3MOXHOCTh IPOCMOTpAa W aHalIM3a
uH(OPMAIIUHU O TAKKX COOBITUSX M pEarupOBaHKUE HA HUX.

7.6. Mepbl 110 aHTUBUPYCHOM 3aIIUTE JTODKHBI 00ecrieunBaTh 0OHAPYKEHHUE B
WH(OPMAITMOHHON CHCTEME KOMITBIOTEPHBIX IIPOTPaMM JINO0 MHOW KOMITBIOTEPHOU
uHdopMaIy, MpeJHA3HAYCHHOW I HECAHKIIMOHUPOBAHHOTO YHUYTOXCHUS,
OmokupoBaHUsA, MOAU(PUKAINK, KOTHUPOBAHUS KOMIBIOTEPHON WH(OOpPMAITUN WU
HEUTpan3allui CPEACTB 3allUThl HMHPOpMAlMM, a TaKKE€ pEearupoBaHHE Ha
oOHapy’KEeHHE 3TUX MPOrpaMM U UH(DOpMaALUH.

7.7. Mepbl mo oOHapy>XeHHIO (MPEIOTBPAIICHUIO) BTOPXKEHUU JTOJIKHBI
oOecrieunBaTh  OOHapyXeHUE JEeUCTBU B  MH(POPMAIIMOHHOMW  CHUCTEME,
HaIpaBJIeHHbIX HA HECAHKLIMOHUPOBAHHBIA JOCTYI K MH(OpMaIUK, ClelUalbHbIe
BO3JICHCTBUSI HA MH()OPMAIMOHHYIO CUCTEMY U (WUJIM) MEPCOHANbHbIE JaHHBIE B
HeasiX JA0OBIBaHUS, YHUYTOXKEHHUS, HCKaKEHUS U OJOKUPOBAHMS JOCTyIa K
MEPCOHAIBHBIM JaHHBIM, a TAK)KE pEarnpoBaHUE HA 3TH JICUCTBUA.

7.8. Mepbl 110 KOHTPOJIO (aHAIU3y) 3alIUIIEHHOCTH MEPCOHANIBHBIX JAHHBIX
JOJDKHBI 00€CeYrBaTh KOHTPOJIb YPOBHS 3aIMILIEHHOCTH IEPCOHAIBHBIX JaHHBIX,
oOpabarbiBaeMblX B HMH(POPMALIMOHHOM  cUCTEME, IyTeEM  MPOBEACHUS
CUCTEMATHYECKUX MEPONPUATHNA MO aHAIN3Y 3aUIUIIEHHOCTH HH(POPMALMOHHON
CUCTEMBI U TECTUPOBAHUIO PAOOTOCIIOCOOHOCTH CHCTEMBI 3AIUTHI MEPCOHATBHBIX
JTAHHBIX.

7.9. Mepbl mo 0OOECHEYEHHUIO LETOCTHOCTH HH(POPMAILMOHHON CHUCTEMBI U
NEPCOHANBHBIX  JAaHHBIX JOJDKHBI — oOecrieunBaTh  OOHapyxeHue  (PakToB
HECAHKIIMOHUPOBAHHOTO HAPYIICHHUS 1IEJIOCTHOCTH MH(GOPMAIIMOHHON CHUCTEMBI U
COIEpKAIMXCA B HEW TMEPCOHANBHBIX JAaHHBIX, a TakKKE€ BO3MOXKHOCTh
BOCCTAaHOBJICHHSI MH(GOPMAIIMOHHOW CHUCTEMBbl M  COJEpXKAIUXCS B  HEH
MEPCOHAIBHBIX IAHHBIX.

7.10. Mepbl 0 00ECIEUEHUIO TOCTYIMHOCTH MEPCOHATIBHBIX JIAHHBIX JOJKHBI
oOecrieunBaTh AaBTOPU30BAHHBIA JOCTYIl I0Jb30BaTEIECH, MUMEIOIIKX IpaBa IO
JOCTyMy, K TIEPCOHAJbHBIM JAaHHBIM, COJAEPXKAIMUMCS B HH(DOPMAIIMOHHON
CUCTEME, B IITATHOM PEXUME (PYHKIMOHUPOBAHUSI HHPOPMALIMOHHON CUCTEMBI.

7.11. Mepsl 1o 3amuTe Cpeapl BHUPTyalIM3alud JODKHBI HCKIIIOYATh
HECAaHKIIMOHUPOBAHHBIN JOCTYN K MEPCOHANbHBIM JIaHHBIM, 00padaThiBa€MbIM B
BUPTYAJIbHON MH(PPACTPYKTYpe, U K KOMIIOHCHTaM BUPTYaJIbHOW MHPPACTPYKTYPHI
U (WIM) BO3ACICTBUE HA HUX, B TOM YHUCJE K CPEACTBAM YIIPaBJICHUS BUPTYaIbHOU
UHPPACTPYKTYpOH, MOHUTOPY BHUPTYaJbHBIX MaIIUH (TUIEPBU30PY), CHUCTEME
XpaHEHMs] JIaHHbIX (BKJIIOYAsh CHUCTEMY XpaHeHus o0pa3oB BHUPTyalbHOU
UH(QPACTPYKTYphI), CETH NEPeNayu JTaHHBIX Yepe3 AJIEMEHThl BUPTYAJIbHOM WU
busnyeckoit  UHPPACTPYKTYpPbI,  TOCTEBHIM  ONEPALUOHHBIM  CHCTEMaM,
BUPTYaJIbHBIM ~ MaliuHaMm (KOHTEHHepaMm), CHUCTEME M CEeTH peIUIMKallUu,
TEPMUHAIBHBIM M BUPTYaJIbHbIM YCTPOWCTBAM, a TaKXE€ CHUCTEME PE3EPBHOIO
KOIHMPOBAHUS U CO3/IaBAEMBIM €10 KOTHUSM.



7.12. Meppl 1O 3ammTe TEXHUYECKHX CPEACTB JOJDKHBI HMCKIIOYATh
HECAHKIIMOHUPOBAHHBIM JOCTYH K CTalldOHAPHBIM TEXHUYECKUM CpEACTBAM,
00pabaThIBalOIIMM  TIE€PCOHANIbHBIE JaHHbIE, CpEACTBaM, O00ECIEeUrnBAIOIIIM
GbyHKIIMOHUpOBaHWE UH(POPMAIMOHHON CHUCTEMBI (Jjajiee - CpeacTBa 0OecTieYeHus
(GyHKIMOHUPOBAaHUS), U B TIOMEIIEHHS], B KOTOPBIX OHU MOCTOSTHHO PACIOI0XKEHBI,
3alIUTy TEXHUYECKUX CPEJICTB OT BHEIIHUX BO3JEHCTBUN, a TaKXkKe 3alluTy
NEPCOHANBHBIX  JIAaHHBIX,  MPEJCTaBICHHBIX B  BUAE  MH(GOPMATHBHBIX
AIIEKTPUYECKUX CUTHAIOB U (PU3NYECKUX TIOJICH.

7.13. Mepsl mo 3ammute WHPOPMAIMOHHON CHUCTEMBI, €€ CPEICTB, CHUCTEM
CBS3M W TMepeaadydl JaHHBIX JIOJDKHBI OOECTeuMBaTh 3aIUTy TMEPCOHATBHBIX
JAHHBIX TIPU B3aWMOJICHCTBUH WH(POPMAIIMOHHON CHCTEMBI WM €€ OTICIhHBIX
CETMEHTOB C WHBIMH HWH()OPMAITMOHHBIMH CHCTEMaMH © WH(OPMAIIMOHHO-
TEJICKOMMYHHUKAIIMOHHBIMU CETSMH ITOCPEICTBOM TIPHUMEHEHUS apXUTEKTYPHI
WH()OPMAITMOHHOW CHCTEMBbI M TPOCKTHBIX PEIICHWW, HAMNpaBIICHHBIX Ha
obOecrieueHre 6€30MaCHOCTH NMEPCOHAIBHBIX JaHHBIX.

7.14. Mepbl 10 BBISBICHUIO MHIIMJICHTOB M PEarupoBaHUIO HA HUX JIOJKHBI
oOecrieunBaTh  OOHApy>KeHUE, UIACHTU(UKAIMIO, aHajdu3 HHIMACHTOB B
UHOOPMAIMOHHOW CHCTEME, a TaKkKe MPUHITHE Mep IO YCTPAHCHUIO U
PEeAyNPEKICHUIO NHITUACHTOB.

7.15. Mepsl mo ympaBieHH0 KoHpUryparueii nHGOpPMAIIMOHHONW CUCTEMBI U
CUCTEMBI 3alUThl TEPCOHANBHBIX JAaHHBIX TOJDKHBI 00ECIIEYMBATH YIPABICHUE
U3MCHCHUSAMHU KOH(MHUTypanmuu HWHPOPMAIMOHHON CHCTEMBI W CHUCTEMBI 3aIlUThI
MIEPCOHANILHBIX JTaHHBIX, AHAJINW3 MOTCHIIMAIBHOTO BO3JCHCTBUS TUIAHUPYEMBIX
U3MEHEHUH Ha obecrmeueHue O€30MacCHOCTH TMEPCOHANBHBIX JIaHHBIX, a TaKXKe
JIOKyMEHTUPOBAHKE 3TUX U3MCHCHHM.

8. Boibop Mep mo oOecreueHuto O€30MACHOCTU IMEPCOHANBHBIX JaHHBIX,
NoJJIekKAIMX peau3alil B HWH()OPMAIMOHHON CHUCTEME B paMKax CHCTEMBbI
3aIUTHI IEPCOHATBHBIX JaHHBIX, BKIIOYAET:

ompeneneHre 0Oa3oBoro Habopa Mep IO oOecreueHuro 0e30MacHOCTH
NEPCOHANBHBIX  JIAHHBIX  JJI1  YCTAaHOBIIGHHOTO  YPOBHS  3alIUIICHHOCTH
MEPCOHANBHBIX JAaHHBIX B COOTBETCTBHU ¢ 0a30BBIMH Ha0OpamMu Mep IO
oOecrieueHUI0 0€30MaCHOCTUM MEPCOHANBHBIX JAHHBIX, MPUBEJCHHBIMH B
MIPWIOKEHUH K HACTOSIIEMY JOKYMEHTY;

ajganTanui 0azoBoro Habopa Mep 10 oOecrnedyeHuro 0e30MacHOCTH
MEPCOHAIILHBIX JAHHBIX C YYETOM CTPYKTYPHO-(PYHKIIMOHAIBHBIX XapPaKTEPUCTHK
WH()OPMAITMOHHOW CHUCTEMBI, HWH(POPMAIIMOHHBIX TEXHOJIOTHH, OCOOCHHOCTEH
(GyHKIMOHUPOBaHUS MH(DOPMALMOHHOW CHCTEMbI (B TOM YHUCJIE HCKJIIOYEHUE W3
0a3zoBoro Habopa Mep, HEMOCPEACTBEHHO CBSI3aHHBIX C HHQPOPMAIMOHHBIMU
TEXHOJIOTUSMHM, HE WCIONB3yEMBIMH B HWH(POPMAIMOHHONW CHUCTEME, WIH
CTPYKTYPHO-(DYHKITMOHAJIbHBIMH ~ XapaKTePUCTUKaAMH, HE  CBONCTBEHHBIMHU
MH(OPMAIMOHHON CUCTEME);

yTOYHEHUE aJanTUpPOBaHHOro 0a3zoBoro Habopa Mep MO 0O0eCleYeHUIo
0€30MacHOCTH TMEPCOHANBbHBIX JAHHBIX C YYE€TOM HE BBIOPAHHBIX paHee Mep,
NPUBEJACHHBIX B TMPUJIOKEHUM K HACTOSIIEMY JOKYMEHTY, B pe3yjibTaTe Yero
OTIPEJICIISIFOTCS MEpPhl MO0 O00ecleYeHnt0 Oe30MaCHOCTH TMEePCOHANBHBIX JTaHHBIX,



HalpaBJ€HHbIE HAa HEUTpAIM3AlMI0 BCEX AaKTyalbHBIX yIrpo3 O€30MacHOCTU
MEePCOHAIBHBIX IAHHBIX ISl KOHKPETHOU MH(GOPMAIIMOHHON CUCTEMBI,

JOTIOJIHEHUE YTOYHEHHOTO aJanTHPOBAHHOrO 0a3oBoro Habopa Mep IO
o0ecreyeHuIo 0€30MacHOCTH NEPCOHATIBHBIX JAHHBIX MepaMu, 00eCIeYnBaIOIIUMHU
BBITIOJIHEHUE TPEOOBAHMI K 3allUTE MEPCOHAIBHBIX JAHHBIX, YCTAHOBJICHHBIMU
WHBIMH  HOPMATHUBHBIMH IPAaBOBBIMH aKTaMH B 00Jactu  oOecredeHus
0€30MacHOCTH MEPCOHANIBHBIX JIAHHBIX U 3aIIUTH HHGOPMAIIUH.

9. Ilpu HEBO3MOXXHOCTH TEXHUYECKON peain3allii OTACIbHBIX BHIOPAHHBIX
Mep 1o obecrieueHuIo 0e30MacHOCTH MEPCOHATIBHBIX JaHHBIX, a TAKKE C YUETOM
HPKOHOMMYECKOH 11e71eCO00pa3HOCTH Ha dTanax ajanTtaiud 0a30Boro Habopa Mep u
(w1M)  yTOYHEHHs  aJanNTUPOBAHHOrO  0Oa3oBoro  Habopa Mep  MOTYT
pa3pabaTbiBaThCsl MHbIE (KOMIIGHCUPYIOUIME) MEpbl, HANpaBJICHHbIE Ha
HEUTpaJIM3alfIo aKTyaJbHbIX yTpo3 0€30MacHOCTH MEPCOHAIBHBIX JIAHHBIX.

B sTOoM cityuyae B XxoJe pa3pabOTKU CHUCTEMBbI 3aIUThl IEPCOHATBHBIX JTAHHBIX
JIOJDKHO OBITh TIPOBEJCHO OOOCHOBAHHE MPUMEHEHUS KOMIICHCUPYIOITUX MEp IS
oOecrieyeHus1 6€30MaCHOCTH NMEPCOHAIBHBIX TaHHBIX.

10. B cnydae ompezaeneHus B COOTBETCTBUU C TpeOOBaHMSIMHU K 3alllUTe
MEPCOHANBHBIX MPHU UX 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMax MEPCOHATbHBIX
JaHHBIX, YTBEPXKIEHHbIMU IOcTaHoBieHHEeM [IpaBurenscTtBa  Poccuiickoit
@eneparun ot 1 HosA0ps 2012 r. N 1119, B KayecTBe aKTyallbHBIX YTpO3
0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX 1-r0 U 2-ro TUMOB AOMOJHUTEIBHO K MEpam
1o oOecreyeHuto 0e30MaCHOCTU MEPCOHAIBHBIX JaHHBIX, YKa3aHHBIM B IyHKTE &
HACTOSIIIIETO TOKYMEHTa, MOTYT IPUMEHSTHCS CIEAYIOIINE MEPHI:

POBEPKAa CUCTEMHOr0 W (WJIH) MPUKIATHOTO MPOrPAMMHOI0 OOECIICUCHHUS,
BKJIFOYasl TPOTPAMMHBIN KOJI, HA OTCYTCTBUE HEACKJIAPUPOBAHHBIX BO3MOXKHOCTEH
C HCIOJIb30BAaHWEM aBTOMATHU3UPOBAHHBIX CPEJCTB U (MiM) 0€3 HCIOJIb30BaHUS
TaKOBBIX;

TECTUPOBAHHE UH(POPMAIIMOHHON CUCTEMbI Ha TPOHUKHOBEHUS;

UCIIOJIb30BaHUE B HMH(POPMAIMOHHON CHCTEME CHCTEeMHOTo U  (WIJIH)
MPUKJIAAHOTO MPOTPAMMHOTO OOECIeYeHHs, pa3pabOTaHHOTO C UCIOJIb30BAaHUEM
METOJI0B 3AIMIIEHHOT0 TPOrPaMMHUPOBAHUSI.

I1. [Ipn HCTIOJIb30BAHUU B MH()OPMAIIMOHHBIX CHUCTEMAaXx
cepTU(PUITMPOBAHHBIX 1O TpeOOBaHUSAM 0€30MacHOCTH HWH(POPMAIMKA CPEJICTB
3alUThl HTHPOPMALIUHU:

a) ;s obecrieyeHuss 1 U 2 ypoBHEH 3alUIIEHHOCTU MEPCOHABHBIX JTAHHBIX
MIPUMEHSIIOTCS:

CPEZICTBA BBIYMCIUTEIBHON TEXHUKN HE HUKE 5 Kilacca;

CUCTEMbl OOHApYy>XKEHUsI BTOPXKEHUM U CpPEJCTBA aHTUBUPYCHOM 3alUTHI HE
HHXKe 4 KJ1acca;

MEXCETEBbIE PKpaHbl HE HUXKE 3 KJlacca B CIy4yae aKTyaJlbHOCTH yrpo3 1-ro
WM 2-r0 TWUMOB WJIA B3aUMOJEHUCTBUS HWHMOPMAIIMOHHOM CHUCTEMBI C
MH(OPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIMU CeTsIMU MEXIYHapOIHOTO
uH(pOpMAITMOHHOTO 0OOMEHa M MEKCETEeBble IKpaHbl HE HUXKE 4 Kiacca B Cilyyae
aKTyaJIbHOCTU yrpo3 3-TO THMA U OTCYTCTBUS B3aUMOJECUCTBUS MH(POPMAIIMOHHOMN
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CUCTEMBI C WH()OPMAITMOHHO-TEIICKOMMYHUKAIIMOHHBIMHU CeTsIMU
MEXIYHAPOHOTO HH(POPMAITMOHHOTO OOMEHA;

0) s obecrnedeHuss 3 YpPOBHSI 3alUIIEHHOCTH TMEPCOHAIBHBIX JTaHHBIX
MPUMEHSIOTCS

CpeICTBa BBIYUCIUTEIHLHON TEXHUKH HE HUKE 5 Kiacca;

CUCTEMBI OOHAPY>KEHUS BTOPKEHUN W CPEJCTBA aHTUBUPYCHOW 3alUTHI HE
HUKE 4 Kjacca 3alldThl B CIydae AaKTyaJlbHOCTH YyIrpo3 2-TO0 THUIMA WU
B3aMMOICHCTBHSI nH(OPMAITMOHHON CUCTEMBI C nH)OPMAITMOHHO-
TEJICKOMMYHUKAIIMOHHBIMU CETSIMU MEXIYHAPOTHOTO HH(POPMAIIMOHHOTO 0OMEHa
Y CUCTEMBI OOHAPYKEHUS BTOPKCHUM M CPE/ICTBA AaHTUBUPYCHOM 3aIUTHI HE HUKE
5 kjacca 3amUTBl B Cllydae aKTyalbHOCTH yIpo3 3-r0 THUIMA W OTCYTCTBHS
B3aMMOICHCTBHSI nH(OPMAITMOHHON CUCTEMBI C uH(OPMAITMOHHO-
TEJICKOMMYHHUKAIIMOHHBIMU CETAMHU MEXTYHAPOTHOTO HH(DOPMAITMOHHOTO 0OMEHa;

MEXCETEBbIC DKpaHbl HE HIKE 3 Kilacca B CIydae aKTyaJlbHOCTH yTIpo3 2-TO
TUTIA WU B3aUMOJICUCTBUS WH(GOPMAIIMOHHOW CHCTEMBI ¢ WH()OpPMaIMOHHO-
TEJICKOMMYHUKAIIMOHHBIMU CETSIMHU MEXIyHApOJIHOTO MH(DOPMAIIMOHHOTO 0OMEHa
¥ MEXCETEBBIE JKPaHbI He HIDKE 4 Kilacca B cllydae akTyaJIbHOCTH YIpo3 3-ro THIa
U OTCYTCTBUSI B3aUMOJICHCTBUSA MH(POPMAIMOHHON CHCTEMBbI ¢ MH(OpMAIMOHHO-
TEJICKOMMYHUKAIIMOHHBIMU CETSIMU MEXTYHAPOIHOTO HH(DOPMAITMOHHOTO 0OMEHa;

B) Mg obOecrnedeHus 4 YpPOBHS 3alIUIICHHOCTH TEPCOHAIBHBIX JTaHHBIX
MIPUMEHSIOTCS

CpEIICTBA BRIYUCITUTEIIBHON TEXHUKN HE HUKE 6 Kitacca;

CUCTEMBbI OOHAPY)KCHUS BTOPKEHUN W CPEACTBAa aHTUBHUPYCHOW 3aIUTHI HE
HIDKE 5 KJ1acca;

MEKCETEBBIE DKPAHBI S KJIacca.

Jns obecriedernst 1 u 2 ypoBHEH 3alIUINIEHHOCTH MEPCOHAIBHBIX JaHHBIX, a
TakKe JUIsi oOecredeHuss 3 YpOBHS 3alIMIIEHHOCTH TMEPCOHAIBHBIX JAaHHBIX B
WH(POPMAITMOHHBIX CHCTEMaX, JIJIsi KOTOPBIX K aKTyaJIbHBIM OTHECEHBI YTPO3bI 2-TO
THUIIA, TPUMEHSIOTCS CPEJICTBA 3alUTHl HHPOPMAIIUU, TPOrPAMMHOE 0OecTIeueHre
KOTOPBIX MPOILIO MPOBEPKY HE HIDKE 4eM M0 4 YpPOBHIO KOHTPOJISI OTCYTCTBUS
HEJICKJIapUPOBAHHBIX BO3MOKHOCTEH.

12. Tlpm wucnombp3oBaHUM B HHPOPMAIMOHHBIX CHCTEMaX HOBBIX
WHOOPMAITMOHHBIX ~ TEXHOJOTUHA W  BBISIBJICHUM  JOMOJHUTEIBHBIX  yTPO3
0€30MacHOCTH TEPCOHANBHBIX JAHHBIX, IS KOTOPBIX HE OMpPEAESICHBl MEpbl
oOecrieyeHusT UX OE€30MAaCHOCTH, JIOJDKHBI pa3padaThIBaThCS KOMITCHCHUPYIOIIHE
MEpBI B COOTBETCTBUH C MyHKTOM 10 HaCTOSIIEro JOKyMEHTA.
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U HOMEp
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CopnepxaHue Mep 1o o0ecrieyeHn o 6e30macHOCTH
MEPCOHANBHBIX JJAHHBIX
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MEPCOHANIBHBIX JAHHBIX
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[. Unentudukanus u ayreHTUPUKALMS CyOBEKTOB JOCTYIAa U 0OBEKTOB JIOCTYIIA

(MAD)

NAD.1

Nnentudukarus v ayTeHTUPUKAIUS TT0JTH30BaTe
JIeH, SIBIISTFOITUXCSl paOOTHHKAMM OTlepaTropa

+

+

+

+

NAD.2

WUnentudukanms u ayTeHTUPUKAINUS YCTPOUCTB,
B TOM YHCJIE CTAI[AOHAPHBIX, MOOWIIbHBIX H
MTOPTATUBHBIX

NAD.3

VYrpasieHue uaCHTHPUKATOPAMH, B TOM YHUCIIC
CO3/1aHME, PUCBOCHNE, YHUUTOKCHUE HICHTH
(bUKaTOPOB

NAD 4

VYrpaBieHue cpeicTBaMH ayTeHTU(DUKAIUH, B
TOM YHUCJIE XpPaHEHUE, Bbla4a, MHUIMATU3ALIMS,
OJIOKUPOBAHUE CPENICTB ayTEHTU(DUKAITIHT U
MPUHATHE MEP B CIIy4yae yTpaThl U (UIIN)
KOMITPOMETAITNH CPEJICTB Ay TCHTH(UKAIINH

NAD.5

3amuTa oOpaTHOM CBSI3U MPU BBOJIE
ayTeHTU(PUKALMOHHON UHPOPMALINH

NAD.6

WUnentudukaius u ayTeHTUPUKALKA 10J1b30Ba
TEJEH, HE SIBIISIOIINXCS paOOTHUKAMM OIlepaTopa
(BHELTHUX TTOJI30BATEIICH )

II. YnpaBnenue goctynom cyobekToB goctyna K oobekram nocryna (YI1/])

VI

VYrpaBieHue (3aBeICHUE, aKTUBAIUS, OJIOKHUPO
BaHUE U YHUYTOKECHHUE) YUETHBIMU 3aMUCIMHU
MOJIB30BaTENIC, B TOM UMCJIC BHEIIHUX
MOJIb30BaTeICH

+

+

+

VT2

Peanuzanys HeOOXOAMMBIX METOJIOB (JUCKpE
UOHHBIN, MAHIATHBIN, POJICBON WJIA HHOMN
METO]1), TUMOB (UTEHHUE, 3aMKUCh, BHIMOJHEHUE UIIH
WHOM THUII) ¥ IPaBUJI pa3rpaHUyEHUs I0CTyTa

VI3

VYnpasnenue (GuapTpaiuys, MapupyTH3aIus,
KOHTPOJIb COEIMHEHUM, OJHOHAIIPABIIEHHAs
nepenaya u MHbIe CrocoObl yrpaBiieHus) nHOOp
MallMOHHBIMHU OTOKAMH MEX]Iy YCTPOMCTBaMH,




cermMeHTaMu HH(QOPMAIIMOHHON CUCTEMBI, a TAKKE
MEXTy UH(OOPMAIIMOHHBIMU CUCTEMaMU

VIIJ1.4

Paznenenue monmHoMouwnii (posieit) mojib30BaTe
JieH, aIMUHUCTPATOPOB U JIHI], 00ECTICYHBAIOIIUX
byHKIMOHUpOBaHNE NHHOPMAIIMOHHON CUCTEMBI

VIIJL5

Ha3znauenne MUHUMAIBLHO HEOOXOIUMBIX TIPaB U

MPUBWIETUH MOJIL30BATENSIM, aIMUHUCTPATOPAM

U JIUIaM, o0ecreunBaronuM (PyHKIIMOHUPOBAHHE
WH()OPMAITMOHHON CUCTEMBI

VIIJL.6

OrpaHuveHre HEYCIICITHBIX TOIBITOK BX0J1a B
nH(OPMAIMOHHYIO cUCcTeMY (focTyna K uHopma
IIMOHHOM CHCTEME)

VIIJL.7

[Ipenymnpexxnenne MOIb30BATENSI MPU €r0 BXOJIE B
WH()OPMAITMOHHYIO CHCTEMY O TOM, 4TO B HH(DOD
MaIMOHHOW CHCTEME peaTn30BaHbl MEPHI IO 00EC
MIEYCHUIO OE30MTaCHOCTH MEPCOHANTBHBIX JTAHHBIX,
1 0 HEOOXOAMMOCTH COOJIIOJICHUS YCTaHOBIICH
HBIX OTIEPATOPOM IpaBUJI 0OPabOTKH IepcoHa
JBHBIX JAHHBIX

VIIJL8

OrnoBelieHe noJIb30BaTeNs MOCIE YCIEMHOTO
BX0J1a B UH(POPMAIIMOHHYIO CUCTEMY O €0 MPebl
JyTIeM BX07ie B ”H)OPMAIIMOHHYIO CUCTEMY

VIIJI.9

OrpaHnyeHue ynciia napauieabHbIX CEAHCOB
JOCTyTa JUIA KaXJ0W YUYETHOM 3aIIMCH TOJIb30Ba
TeJs1 THPOPMALIMOHHON CUCTEMBI

VIII.10

brnokupoBanue ceanca qocTyna B uH(GpopMamoH
HYIO CHCTEMY TOCJI€ YCTAaHOBJICHHOTO BPEMEHH
0e3nericTBUs (HEaKTUBHOCTH ) MOJIL30BATENS UITU
TI0 €T0 3aIpocy

V11

Pazpenienue (3anpet) AeHCTBUM MMOJb30BATENCH,
pa3peIICHHBIX 10 HICHTU(GUKAIIUA U ayTCHTH
bukanmm

VIII.12

[Tonnepka u coxpaHeHne aTpuOyTOB
0e30macHOCTU(METOK 0€30MaCHOCTH ), CBSI3aHHBIX
¢ nH(opMaIme B mpolecce ee XpaHeHus U
00paboTKH

VIIL13

Peanu3arus 3amuIeHHOro yAaJIeHHOTO JOCTyTa
CyOBEKTOB JJOCTYIIa K 00BEKTaM JOCTyIIa Yepe3
BHEITHUE WH()OPMAITMOHHO-TEIICKOMMYHH
KallMOHHBIE CETH

VIIJI.14

PernamenTariust 1 KOHTPOJIb UCTIOJIB30BAHUS B
UH(OPMAITMOHHOW CHCTEME TEXHOJIOTU Oecrpo
BOJITHOTO JJOCTyMNa




VIIA.15 |PernameHTanus u KOHTPOJIb UCIIOJIB30BAHUS B + + +
MH(POPMAITMOHHON CUCTEME MOOUITBHBIX
TEXHUYECKUX CPEJICTB

VIIJI.16 | YmpaBieHue B3auMOACHCTBUEM C HHGOPMALIUOH | + + +
HbIMU CHUCTEMaMU CTOPOHHUX OpraHu3aIui
(BHEIHME HHGOPMAIIMOHHBIE CHCTEMBI)

VII[A.17 | OGecnieyeHne TOBEPEHHOM 3arpy3Ku CPEIICTB +
BBIYHCIIATEILHON TEXHUKH

I11. Orpannyenue nporpammuoii cpeast (OI1C)

OIIC.1 | VYmpaBnenue 3anmyckoM (0OpallieHUsIMU) KOMIIO
HEHTOB IIPOrPAMMHOT0 00ECIICYEHHS], B TOM
YHCIIe ONPEIETICHHUE 3aIlyCKa€MbIX KOMIIOHEHTOB,
HACTpOiiKa mapaMeTpoB 3allyCcKka KOMIIOHEHTOB,
KOHTPOJIb 32 3aIlyCKOM KOMIIOHEHTOB
IPOrpaMMHOTr0 o0ecreueHus

OIIC.2 | YnopaBieHue yCTaHOBKOM (MHCTALISIIIUEHN ) +
KOMITOHEHTOB TIPOTPAMMHOTO 00CCTICUCHHSI, B
TOM YHCJIE OTpeiesieHne KOMIIOHEHTOB,
MOJIJISKAINX yCTAHOBKE, HACTPOIKa apaMeTpoB
YCTaHOBKHA KOMITOHEHTOB, KOHTPOJIb 32 YCTAaHOB
KO KOMITOHEHTOB MPOTPAMMHOT0 00ECTICUCHUS

OIIC.3 | YcraHoBka (MHCTAUIALIMS) TOJIBKO Pa3pelIeHHOTO
K UCIIOJIH30BAHUIO MIPOTPAMMHOTO 00ECTICUSHUSI U
(1K) ero KOMIIOHEHTOB

OIIC.4 | YmpasneHue BpeMEHHBIMH (paillaMu, B TOM YHCIIC
3allpeT, pa3pelieHue, nepeHanpaBieHie 3aucH,
yJajeHue BpEeMEHHBIX (pailioB

I'V. 3anmra MalIMHHBIX HOCUTENEH NepcoHaIbHbIX JaHHbIX (3HI)

3HU.1 | YdyeT MalIMHHBIX HOCUTEJIEH EPCOHATIBHBIX +
JTAHHBIX
3HN.2 | YmpaBieHue 10CTYIIOM K MAallIUHHBIM HOCHUTENSM +

IICPCOHAJIBHBIX TaHHBIX

3HN.3 | KoHTposib nepemMenieHrsi MalllMHHbIX HOCUTEIIEeH
MEePCOHATBHBIX JIAHHBIX 32 MPEJIETbl KOHTPOJIUPYE
MOW 30HBI

3HN.4 | HcknroyeHrne BO3MOXKHOCTH HECAHKIIMOHUPOBAH
HOT'O O3HAKOMJIEHUS C COJIEp>KaHUEM NIEPCOHAIb
HBIX JaHHBIX, XPAHALIMXCS HA MAIIMHHBIX HOCH
TeJSAX, ¥ (WJIM) UCTIOJIb30BAHUSI HOCUTEJIEH Mepco
HaJbHBIX JAHHBIX B UHBIX HH()OPMAIMOHHBIX
cUcTemMax

3HU.5 |Kontposs ucnonb3zoBanusa uHTepdericoB BBOIA
(BpIBOJIA) MH(GOPMAIIMHN HA MAIIMHHBIE HOCUTENN
MIEPCOHAIBHBIX TAHHBIX




3HU.6

Kontpons BBojia (BbIBOJA) MH(MOpMALIUK HA
MaIllMHHBIC HOCUTEJIN MEPCOHATBHBIX TaHHBIX

3HN.7

KOHTpOJ'IB INOAKIIIOYCHHU MallITMHHBIX HOCHUTEJICH
IMCPCOHAJIBHBIX NAHHBIX

3HN.8

YHuuTOXEHUE (CTUpaHKUE) UK 00€3IMUYNBAHKE
MEPCOHANLHBIX JJAHHBIX HA MAITMHHBIX HOCHUTE
JISIX TIPY WX TIepeaye MEXK Ty TOJIb30BaTeIsIMHU, B
CTOPOHHHE OPTaHU3AIUH TSI PEMOHTA WU
YTHIM3AINN, @ TaKKe KOHTPOJIh YHUUTOKCHHUS
(ctupanusi) uiau 00€3 TMIMBAHUS

V. Peructpanus cobsituii 6e3onacuoctu (PCB)

PCb.1

Omnpenenenue coObITUIM 0€30MaCHOCTH,
MOJICKAIINX PETUCTPAIIUU, U CPOKOB UX
XpaHCeHUS

+

PCb.2

OmnpeneneHne cocTaBa M COJEPIKAHUS
uH(OpPMAIUHU O COOBITUAX OE€30MaCHOCTH,
MOIJICKAIINX PETUCTPAITUN

PCB.3

COop, 3anuch 1 XpaHeHUuEe UHPOPMALIMK O COObI
TUSAX O€30MACHOCTU B T€UYEHUE YCTAHOBIEHHOTO
BPEMEHU XPAHEHUS

PCb.4

PearupoBanuie Ha cOOM MpU perucTpanuu
COOBITHI1 0€30MMaCHOCTH, B TOM YHUCJIE arnmapar
HBIE U POTPAMMHBIE OITMOKU, COOU B MEXAHU3
Max cOopa nHGpOpPMAIUK U TOCTIKEHHE Mpeiea
WJIU TIEpENOIHEHUsI 00beMa (EMKOCTH) NaMsTH

PCB.5

MOHUTOPHUHT (IIPOCMOTP, AHAIIN3) PE3YIbTATOB
peructpanuu coObITUM O€30MaCHOCTH U Pearupo
BaHME HA HUX

PCb.6

['enepupoBaHue BpEMEHHBIX METOK U (MJIH)
CUHXPOHU3AIIHUSI CHCTEMHOTO BpPEMEHU B UH(POP
MallMOHHOM cHCTEMe

PCB.7

3amura nHGOpMaIUM 0 COOBITUIX OE30MACHOCTH

V1. AutuBupycnas 3amura (AB3)

AB3.1

Peannsanysi aHTUBUPYCHOM 3aILMTHI

AB3.2

Oo6HoBIIeHHE 0a3bl JAHHBIX MPU3HAKOB BPEJOHOC
HBIX KOMIIBIOTEPHBIX MPOTPaMM (BHPYCOB)

VII. O6napy:xenue Bropxxenuit (COB)

COB.1

O6HapyxeHue BTOPKEHUM

COB.2

O6HoBIIeHHE 0a3bl PEeNIAIOIINUX TPABUII

VIIL

KoHTtpos (aHanm3) 3almImmeHHOCTH TEPCOHANTBHBIX JaHHBIX (A

AH3.1

BrisgBienue, aHanu3 ya3BEMOCTEH HH(DOpPMAIHOH
HOUW CHCTEMBI U OTIEPATUBHOE YCTPAHEHUE BHOBD
BBISIBJICHHBIX YS3BUMOCTEH

+




AH3.2

KoHTposb ycTaHOBKM OOHOBIIEHUI TPOTPAMMHO
ro odecreyeHus, BKI0Yasi OOHOBIEHUE MPOrpaMM
HOT0 00€eCreyeHus CPEJICTB 3allUThl HH(GOpMAIUU

AH3.3

KonTposb paboTocmnocoOHOCTH, TapaMeTpOB
HACTPOWKH U MPABWILHOCTU (QYHKIIMOHUPOBAHUS
MIPOrPaMMHOTO OOECTICYEHUS U CPEJICTB 3aIUThHI
uHdOopMaIuu

AH3.4

KoHTposb cocTaBa TEXHUUECKUX CPEACTB, MIPOT
pamMHOro 00ecreyeHus U CPEICTB 3aIUThI
uH(popManuu

AH3.5

KoHTponb npaBui reHepanuy 1 CMEHBbI Taposiei
MIOJIb30BATEIIEH, 3aBEICHUS U YIAIICHUS YUETHBIX
3alKiCcen MOIb30BaTENEH, peaan3aly IPaBUIl
pasrpaHU4eHUs 1OCTyMa, IOJTHOMOYMM MOJIB30
Bareseil B ”HQOPMAIIMOHHON CUCTEME

IX. Obecneuenure 11eI0CTHOCTH UHGOOPMAITMOHHONW CUCTEMBI M TIEPCOHATBHBIX JAHHBIX

(OLL)

OLJI.1

KoHTposb 11e10CcTHOCTH TPOrpaMMHOTO oOectieue
HUS, BKIIIOYAs MPOrpaMMHOE o0ecrieyeHue
CPEJICTB 3aIUThl HHPOPMAITUU

+

+

OLUL.2

KoHTpOJIb 1IEIOCTHOCTH NEPCOHATIBHBIX JTAHHBIX,
cojiepKauxcs B 6a3ax JaHHBIX HH(POPMAIIMOH
HOU CUCTEMBI

OLJL3

ObecrieyeHre BO3MOXHOCTH BOCCTAHOBJICHHUSI
IPOrpaMMHOT0 OOecTieueHus], BKI0Yasi MporpamMmm
HOe 00ecreyeHne CpeICTB 3alIUuThl HHPOpMAIUH,
IPpU BOSHUKHOBEHUHU HEMITATHBIX CUTYaAIIUi

OLJ1.4

OOHapyXeHue U pearupoBaHKe HA MOCTYIUICHHE B
WH()OPMAITMOHHYIO CHCTEMY He3alpamIiBacMbIX
AIIEKTPOHHBIX COOOIICHUH (TTHCeM, TOKYMEHTOR)
¥ MHOUM MH(OpMaIIUU, HE OTHOCAIIUXCS K (DYHK
IMOHUPOBAHUIO UHGOPMAIIMOHHON

CUCTEMBI (3alIUTA OT CllaMa)

OLJLS

KonTtpouns conepxanus nupopmanuu, nepeaa
BaeMoU 13 HHPOPMAITMOHHON CHCTEMBI (KOHTEH
HEPHbI, OCHOBAaHHBIA HAa CBOMCTBAaX OOBEKTA
JIOCTyTNa, ¥ (MJIM) KOHTEHTHBIN, OCHOBaHHBII Ha
MOMCKE 3aMpelieHHON K nepenadye nHhopmanuu ¢
MCIIOJIb30BAaHUEM CUTHATYP, MAaCOK M MHBIX
METOJIOB), U UCKIIFOUEHUE HEITPABOMEPHOU Iepe
Ja4i HHPOpMaluU U3 HHPOPMALIMOHHON
CUCTEMBI

OLUL6

OrpaHudeHue mpas MOJb30BaTENEN IO BBOLY
uHpOopMaluu B ”HPOPMALIMOHHYIO CUCTEMY




OLJL.7 | KOHTpOab TOYHOCTH, MOJIHOTHI U PABUIIBHOCTH
JTAHHBIX,BBOJIUMBIX B MH(POPMAITMOHHYIO CUCTEMY

OLVL.8 | KoHTposib OMIMOOYHBIX JEHCTBUHN MOJIH30BATEIICH
1o BBOAY U (WJIK) NIepenaye NepCoOHaIbHbIX JaH
HBIX U IPEAYIPEKICHUE TTOJIb30BATENCH 00
OIMOOYHBIX JIEHCTBUSIX

X. Obecniedyenne TOCTYMHOCTH nepcoHanbHbIX NanHbIX (O/1T)

OAT.1 |Hcnonp3oBaHuE OTKAa30yCTOWYMBBIX TEXHUYECKUX
CPEACTB

OAT.2 |Pe3epBupOoBaHHE TEXHHUUECKUX CPEACTB, IPOT
pamMHOro odecreyeHus1, KaHaJIoB Mepeaadn
uH(pOpMalnK, CPEACTB 00ECTIEUCHUS
(YHKIIMOHUPOBAHUS HH()OPMALIMOHHON CUCTEMBbI

OIT.3 |KoHTpoab 6e30TKa3HOTO (PyHKIIMOHUPOBAHUS
TEXHUYECKUX CPEJICTB, OOHAPYKEHUE U JIOKAIH3a
ITUST OTKA30B (DYHKITMOHUPOBAHMUS, IPUHSATHE MEP
M0 BOCCTAHOBJICHUIO OTKA3aBIITUX CPEJCTB U UX
TECTUPOBAHIE

OAT.4 |llepmoanueckoe pe3epBHOE KOMUPOBAHUE
NEPCOHAIBHBIX JaHHBIX HAa PE3EPBHBIC MAIIMHHBIE
HOCHUTEJIM MEPCOHAIbHBIX JaHHBIX

OAT.5 |O6ecmneuenre BO3MOKHOCTHA BOCCTAHOBJICHUS
MIePCOHAIBHBIX JIAHHBIX C PE3EPBHBIX MAITMHHBIX
HOCHUTEJICH MTePCOHAIBHBIX IAHHBIX (PEe3EePBHBIX
KOIWI) B TEYCHHUE YCTAHOBJICHHOTO BPEMEHHOTO
WHTEpBaJIa

N—"

XI. 3ammra cpeasl Buptyanuzanuu (3CB

3CB.1 WUnentudukaius u ayrTeHTUPUKanus cyobekToB | + +
J0cTyna U 00OBEKTOB J0CTYIa B BUPTYaJIbHOU
UHPPACTPYKTYpPE, B TOM UUCIIE a]MUHUCTPATOPOB
yHpaBJIEHUs CPEACTBAMH BUPTYaJIN3alluu

3CB.2 | YmpaBieHue 10CTynoM CyObEKTOB JOCTyTA K + +
00BEKTaM JIOCTYIIAa B BUPTYyaIbHOU HHPPACTPYK
Type, B TOM YHCJIC BHYTPH BUPTYAIbHBIX MaITNH

3CB.3 | Peructpanusi coObITHI 0€30MaCHOCTH B BUPTYya +
JBbHON UHPPACTPYKTYpE

3CB.4 | YnpaBnenue (punbTpanus, MappyTU3aLys,
KOHTPOJIb COETMHEHMSI, OJJHOHANPABIICHHAS
nepenaya) NOTOKaMu HHPOPMALIMHA MEKY KOMIIO
HEHTaMU BUPTYaJIbHOM MHDPACTPYKTYpHI, a
TaKXKe [0 NepUMETPY BUPTYaJIbHON UHpacT

PYKTYPHBI

3CB.5 JloBepeHHas 3arpy3Ka cepBepOB BUPTYyaIu3alnH,
BUPTYaJIbHOM MalllMHbI (KOHTEHEPA), CEPBEPOB




YIIPABIICHUS BUPTYyalIU3aluein

3CB.6

VYrpaBiieHne nepeMeneHueM BUPTY AIIbHBIX
MaIuH (KOHTeITHEpOB) U 00pabaThIBaeMbIX Ha
HUX JaHHBIX

3CB.7

KoHTpOoJIb IETOCTHOCTH BUPTYaJIbHOU
UH(PACTPYKTYphl U €€ KOH(Urypauui

3CB.8

Pe3epBHOE KONMMpOBaHUE JaHHBIX, PE3EPBUPOBA
HUE TEXHUUYECKUX CPEACTB, MPOrPAMMHOI0 00ec
NeYeHUs] BUPTYaIbHON HHPPACTPYKTYPBI, @ TAKKE
KAaHaJIOB CBSI3U BHYTPHU BUPTYaJIbHON

UHOPACTPYKTYPHI

3CB.9

Peanusanuysa u yrpasiieHHEe aHTUBUPYCHOU
3alIUTON B BUPTYaIbHONH HHPPACTPYKTYpE

3CB.10

Pa30uenue BUpTyanbHOM HHPPACTPYKTYpPHI HA
CEerMEHTHI (CEerMEHTHPOBAaHNE BUPTYaIbHOU
UHQPACTPYKTYPHI) 11l 00pabOTKU MEPCOHATIBHBIX
JAHHBIX OT/ENBbHBIM NOJIb30BaTeNIeM U (UJIH)
TPYIIION MOJIb30BATECH

N

XII. 3amura Texuuueckux cpencts (3TC

3TC.1

3ammTa nHDOpMaILHK, 0o0padaTsIBaeMOM
TEXHUYECKUMU CPEJICTBAMH, OT €€ YTEUKH 10
TEXHUYECKUM KaHajgaM

3TC.2

OpraHuzaryst KOHTPOJIUPYEMOU 30HBI, B IPE/Ie
JaxX KOTOPOM MOCTOSIHHO Pa3MeEIIar0TCs CTaIHO
HapHbIE TEXHUYECKHE CPE/ICTBA, 00padaThIBAO
e nHHOPMAIINIO, U CPEJICTBA 3AIIUTHI
uHPOpMAIINH, a TAKXKE CPEJICTBA 0OCCTICUCHUS
(byHKIIMOHUPOBAHUS

3TC.3

KonTposns u ynpasienue pu3nueckum JT0CTyIOM
K TEXHUYECKUM CPEJICTBAM, CPEACTBAM 3allUTHI
uHbOpMaIuu, CpeacTBaM obecriedeHus PyHKIHO
HUPOBAHUS,a TAK)KE B MOMEILIEHUS U COOPY KCHHUS,
B KOTOPBIX OHU yCTaHOBJICHBI, HCKITIOUAIOIIINE
HECAaHKIIMOHUPOBAHHBIN (PU3MUECKUI TOCTYH K
cpeacTBaM 00paboTku HHGOpPMAILUU, CPEIACTBAM
3alUThl THPOPMALIUU U CPEACTBAM OOECIICUEHUS
GbyHKIMOHUPOBaHUS UH(OPMAITMOHHON CUCTEMBI,
B TIOMEIIEHUS M COOPYKEHHUs, B KOTOPBIX OHU
yYCTaHOBJICHBI

3TC.4

Pa3Mmelienne ycTpoiicTB BbIBOIa (OTOOpaKECHMS)
uH(dOpMaIUH, UCKITIOYAIOIee €€ HECAHKIIMOHUPO
BAHHBIN [IPOCMOTP

3TC.5

3anmTa OT BHEITHUX BO3JIEUCTBUM (BO3ACHCTBUM
OKpY Kalomen cpeibl, HECTAOMIILHOCTH DJICKTPO




CHA0KEHHUSI, KOHTULIUOHUPOBAHUS U MHBIX
BHEIIHUX (PaKTOPOB)

XIII. 3amura nHPOPMALIMOHHOMN CUCTEMBI, €€ CPEJICTB,
CHCTEM CBsA3M U nepenayu jaHHbIX (3MC)

3UC.1 |Pa3pmenenne B  uHGOOPMAIMOHHOW  CHUCTEME
GyHKINIA 110 ypaBlIeHUIO (aIMUHUCTPUPOBAHHIO)
nH(OPMAITMOHHON CUCTEMOM, YPaBICHUIO (aMu
HUCTPUPOBAHHUIO) CUCTEMOM 3alUThl NEPCOHAJb
HBIX JaHHbIX, (PyHKIUMHA 10 0O0paboTKe mnepco
HaJbHBIX JAHHBIX M UHBIX (QYHKIUNH HHPOpMa
LMOHHOW CHUCTEMBI

3UC.2  |IIpenorBpalieHue 3a1epKK1 UIN IPEPHIBAHUS
BBITNIOJIHEHUSI ITPOLIECCOB C BHICOKUM
IPUOPUTETOM CO CTOPOHBI MPOLIECCOB C HU3KUM
IIPUOPUTETOM

31UC.3 | OGecneyeHue 3auThl IEPCOHAIBHBIX TaHHBIX OT | + +
pPacKpBITHSI, MOTU(MDUKAIINN U HABS3bIBAHUS
(BBOJIA JTOKHOU UH(pOpMAIUK) TIPU €€ Tiepeaade
(TOATOTOBKE K Tepeiaye) 1Mo KaHajaM CBSI3H,
UMEIOIIIUM BBIXO]T 32 MPECIIBI KOHTPOJIUPYEMOKH
30HBI, B TOM YHCJIe OCCIIPOBOIHBIM

KaHajaM CBSI3U

31UC.4 |OGecneyeHue 1O0BEPEHHBIX KaHaIa, MapIIpyTa
MEXIYy aIMUHUACTPATOPOM, MOJIH30BATEIEM U
CpelcTBaMH 3aluThl HHDOpMaIuu (QyHKIUIMH
0€30MaCHOCTH CPEJICTB 3aIIUTHI

nH(bOpMaIn)

3UC.5 |3anpeTr HECAaHKUMOHUPOBAHHOW YIAIEHHON
aKTHUBALIMK BUAEOKaMeEP, MUKPO(OHOB U UHBIX
nepupepuitHbIX yCTPONCTB, KOTOPbIE MOTYT
aKTUBUPOBATHCS YIAJIEHHO, U OTIOBELIEHUE T10JIb
30BaTesiel 00 aKTUBALIMU TaKUX YCTPOICTB

3UC.6 |Ilepenaya u KOHTPOJb LETOCTHOCTH aTpUOyTOB
6e3omacHoCTH (METOK 0€30MacHOCTH), CBS3AH

HBIX C IEPCOHATLHBIMU JTAHHBIMU, TIPH OOMEHE
MU C UHBIMU HH(GOPMAITMOHHBIMU CUCTEMaMU

3UC.7 | KOHTpoab CAHKIIMOHUPOBAHHOTO U UCKIIOUECHHE
HECAHKIIMOHUPOBAHHOTO UCIIOJIb30BAHUS TEXHO
JIOTUH MOOHMIIBHOTO KOJIa, B TOM YHCJIE PETUCTPa
IIUsT COOBITUH, CBS3aHHBIX C UCTIOJIb30BAaHUEM
TEXHOJIOTUI MOOWIIBHOTO KOJIa, X aHAJIU3 U
pearnpoBaHre HA HAPYIIECHHUS, CBSI3aHHBIC C UCIIO
Jb30BaHUEM TEXHOJIOTHII MOOMJILHOTO KOJa




3UC.8

KoHTpoJIb CAHKIMOHUPOBAHHOTO U UCKIIIOUECHUE
HECAHKIIMOHUPOBAHHOI'O MCIIOJIb30BAHUS TEXHO
JIOTUH TIepelaun peur, B TOM YHCII€ pETUCTpaUs
COOBITHI, CBSI3aHHBIX C UCIIOJIB30BAaHUEM TEXHO
JIOTUM MEepelaun Peyn,ux aHalu3 U pearupoBaHue
Ha HApYLICHUs, CBA3aHHbBIC C UCIIOJIb30BAHUEM
TEXHOJIOTUH MEepeIaun peun

3UC.9

KoHTpOJIb CAHKIMOHUPOBAHHOW U UCKJIFOUCHUE
HECAaHKIIMOHUPOBAHHOM Mepead BUACOMH(POP
Malli¥, B TOM YHCJI€ PETUCTpaIvs COOBITHH, CBA
3aHHBIX C Nepeayet BUIeonHpopmaIuu, ux
aHallu3 U PEarupoBaHUE HA HAPYIIEHUS,
CBSI3aHHBIC C Tlepeaueit BUIeonHpopMaIuu

3UC.10

[ToaTBepkaeHNE TPOUCXOXKICHUS UCTOYHHUKA
uH(popMaIuu, NoJydyaeMoi B Ipoliecce onpeie
JICHUS CETEBBIX A/IPECOB M0 CETEBBIM UMEHAM WIIH
ONPEJICNICHNS CETEBBIX UMEH T10 CETEBBIM aJIpecam

3U1C.11

ObecniedyeHne MOJIMHHOCTH CETEBBIX COSIMHE
HUU (CEaHCOB B3aUMOJICICTBHUSI), B TOM YUCIIEC TS
3aIIUTHI OT TOJIMEHBI CETEBBIX YCTPOUCTB U CEP
BHCOB

3UC.12

HckirodyeHne BO3MOKHOCTH OTpHUIaHUA I1OJIB30
BaTCJICM (1)aKTa OTIIPAaBKH IICPCOHAJIbHBIX JAHHBIX
APYromy 1oJb30BaTCIIIO

31C.13

HcknroueHrne BO3MOKHOCTH OTPULIAHUS M10JIb30
BaresieM (hakTa MoTydYeHHUs MePCOHATBHBIX
JTAHHBIX OT JPYTOr0 MOJIb30BATEIA

31C.14

Hcrnonp30oBaHne yCTPOUCTB TEPMUHATHHOTO
JOCTyna JJisi 00pabOTKU NMEePCOHATBHBIX IAHHBIX

3UC.15

3amuTa apXMBHBIX (aiyioB, MapaMeTpOB
HACTPOMKHU CPEJCTB 3aIIUTh HH(POPMAILIMH U
IPOrpPaMMHOTO 00ECIICUCHHUS ¥ MHBIX JaHHBIX, HE
0IJIEKAIIMX U3MEHEHHUIO B ITPOLIECCE
00pabOTKH MEePCOHATBHBIX JaHHBIX

3UC.16

BriaBienue, ananus u 0JJOKHpOBaHUE B HHPOpMaA
ITMOHHOM CHCTEME CKPBITHIX KaHAJIOB TIepeaaun
uHdopmaIuu B 00X0/1 peain30BaHHBIX MEp WIH
BHYTPH Pa3pelICHHBIX CETEBbIX

MIPOTOKOJIOB

3UC.17

Paz0uenune nHPOpMAIIOHHON CHCTEMBI Ha
CErMEHTHI (CEerMEHTHPOBaHNUE NH(POPMALIMOHHOM
CUCTEMBI) U 00€ecTIeueHne 3aIUThl IEPUMETPOB
CErMEHTOB MH()OPMALIMOHHON CUCTEMBI




3UC.18 | ObecneueHue 3arpy3Kku U UCTIOTHEHUS
IPOrPaMMHOTO 00ECTICYEHHS ¢ MAIIHHHBIX
HOCHTEJIeH MePCOHATBHBIX TaHHBIX, TOCTYITHBIX
TOJILKO JJIsI YTCHHUS, U KOHTPOJIIb IIEIOCTHOCTH
JAHHOTO MPOTPaMMHOT0 00eCTICUSHHSI

3UC.19 |U3zomnsmus mpoiieccoB (BBIOIHEHUE ITPOTrpamMM) B
BBIJICTICHHON 00JIaCTH MaMsITH

31UC.20 |3amura OeCpOBOJHBIX COEIUHEHHM, IPUMEHSIE +
MBbIX B HHOPMAaLIMOHHOM CHCTEME

XI1V. BeisiBnenue HHIUMAEHTOB U pearupoBanue Ha Hux (MHI)

MHII.1 OnpenenieHue Jull, OTBETCTBEHHBIX 3a
BBISIBJICHHE
MHIIMJEHTOB U pearupoBaHUE HA HUX

HNHIL.2 | O6HapyxeHue, HACHTU(PUKAIMS U PETUCTPALIUS
WHITUJICHTOB

MHII.3 | CBoeBpeMeHHOE HHPOPMHUPOBAHUE JIUI], OTBETCT
BEHHBIX 32 BBISIBIICHUE WHIIUICHTOB U PEarupo
BaHUE HAa HUX, O BOSHUKHOBEHUH UHIIUJCHTOB B
UHGOPMAIITMOHHOHN CHCTEME MOJb30BaATEISIMU U
aIMUHUCTPATOpaMu

NHI[.4 | AHaJM3 UHIIMJICHTOB, B TOM YKCJIE ONIPEACIICHUE
WCTOYHUKOB W IPUYUH BOZHUKHOBEHHS UHIIUICH
TOB, a TAK)K€ OIICHKA UX MOCJICICTBUM

HUHILI.5 |IIpuHsaTHe Mep N0 YCTPAHEHHUIO MMOCIIEICTBUN
VHIIUJCHTOB

HNHIL.6 |I[lnaHnpoBaHME U NPUHATHE MEP IO IPEAOTBPA
LIEHHIO IIOBTOPHOT'O BO3HUKHOBEHMNS MHIIUJECHTOB

XV. Ynpapnenue koHpurypamueit ”HOOPMaIIMOHHONW CUCTEMBI
U CHCTEMBI 3aIlIUThI NEPCOHATBHBIX JaHHBIX (YKO)

YK®.1 |Onpenenenue nui, KOTOPbIM pa3peieHbI +
JIEUCTBUSA 110 BHECEHUIO M3MEHEHUN B KOHPUTY
paruio HPOPMAITMOHHOM CUCTEMBI U CUCTEMBI
3aIIUTHI TEPCOHATBHBIX TAHHBIX

VYK®.2 | VYnpaieHue n3MeHEHUSIMU KOH(UTYpaluu +
MH(OPMAIIMOHHOW CUCTEMBI M CUCTEMBI 3aIlUThI
NEPCOHATBHBIX TAHHBIX

VYK®.3 | AHAIN3 NOTEHIUAIBHOTO BO3ICUCTBHUS TIJIAHU +
pPYEMBIX U3MEHEHUI B KOHpUrypauuu uapopma
ITMOHHOW CHCTEMBI M CUCTEMBI 3aIIUTHI TIEPCOHA
JBHBIX JaHHBIX HA 00ECIICYCHUE 3alTUThI
NEPCOHANIBHBIX JAHHBIX U COTJIACOBAaHUE H3MEHE
HUM B KOH(UTyparu “HPOPMaIMOHHOM
CHUCTEMBI C JOJDKHOCTHBIM JIUIIOM (PaOOTHHKOM),
OTBETCTBEHHBIM 32 00€CIIeYeHUE




0e30ITacCHOCTH NEPCOHAIbHBIX JaHHBIX

VYK®.4 | JokymeHTUpOBaHHE UHPOpMaLUU (JaHHBIX) 00 + +
U3MEHEHUSX B KOH(PUTYpaluuu HHOOPMAIMOHHON
CUCTEMBI U CHUCTEMBI 3alIUThI IEPCOHATBHBIX
JTAHHBIX

"+" - Mepa 1o oOecrneyeHU0 OE€30MacHOCTH MEePCOHANIBHBIX JaHHBIX
BKJIFOUEHA B 0a30BbIA HAOOpP Mep AJIsi COOTBETCTBYIOLIETO YPOBHS 3aIIUIEHHOCTH
NEPCOHAIBHBIX JaHHBIX.

Mepsl 1o oOecrneyeHut0 O€30MaCHOCTH MEPCOHANBHBIX JaHHBIX, HE
0003HaYEHHBIE 3HAKOM "+, MPUMEHSIOTCS IPU afantauud 0a30Boro Habopa Mep 1
YTOYHEHUHU aJanTUPOBAHHOIO 0a30BOoro Habopa Mep, a Takke Hpu pa3padoTKe
KOMIIEHCUPYIOIINX MEP MO 00ecTeueHUI0 Oe30MacHOCTH MePCOHATBHBIX TaHHBIX.



